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1. OVERVIEW

This document was made to explain how an Amazon Web Services Web Application Firewall (AWS WAF)
user can adopt Cloudbric Managed Rules (CMR) through subscribing to the service and implementing the
service on AWS WAF. CMR is provided by Penta Security Inc. and is currently available for subscription in
the AWS Marketplace.

1.1 What are “Cloudbric Managed Rules?”

Cloudbric Managed Rules for AWS WAF is a managed rule groups” service developed and provided by
Penta Security, an Independent Software Vendor (ISV) of AWS Marketplace and an official partner of AWS.
CMR was developed by the security experts of Penta Security, based on the core technology that has
provided security for its customers for nearly three decades. Penta Security is currently one of only seven
ISVs to provide managed rule groups within AWS WAF, and CMR is continuously updated and managed
by Penta Security to maintain a stable level of security while boosting the AWS WAF experience for the
users.

1)  Managed rule groups are collections of predefined, ready-to-use rules that AWS and AWS Marketplace sellers (such as Penta Security)
write for AWS WAF users. Managed rule groups are available by subscription through AWS Marketplace. By subscribing to and
implementing the managed rule groups with AWS WAF, users can immediately start protecting their web applications and APIs from general
threats without having to define the security rules themselves.

1.2 Cloudbric Managed Rules Products

OWASP Top 10 Rule Set Provides security against threats from OWASP Top 10 Web Application Security Risks
such as SQL Injection and Cross-Site Scripting (XSS).

Malicious IP Protection Provides security against Malicious IP traffic based on the Malicious IP Reputation List
created using the ThreatDB, collected and analyzed by Cloudbric Labs?.

API Protection Provides security against the OWASP API Security Top 10 Risk by establishing a defense
system against known API attacks and providing validation and protection for XML, JSON,
and YAML data.

Bot Protection Provides security against malicious bots that negatively impact and damage websites and
web applications through repetitive behaviors.

Anonymous IP Protection Provides integrated security against Anonymous IPs originating from various sources
including VPNs, Data Centers, DNS Proxies, Tor Networks, Relays, P2P Networks, etc.

Tor IP Protection Provides security against Anonymous IP traffic, specifically originating from Tor network,
which can be difficult to detect using an ordinary IP Risk Index.

Protocol Validity Protection | Provides security against any web request that breaks HTTP rules before it can reach your
site.

2)  Cloudbric Labs is Penta Security’s proprietary Cyber Threat Intelligence (CTI) platform.


https://aws.amazon.com/marketplace/pp/prodview-67jstscio2zyg?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-7nz7liivgnhbu?sr=0-2&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-inatgeip3v4wc
https://aws.amazon.com/marketplace/pp/prodview-wdyqkecr6b7ig?sr=0-3&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-ya5bxzjww3bfw?sr=0-5&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-b6za3eofmlxsk?sr=0-4&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-sgyflo2ojhqd6?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
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2. SeTTING UP CLoubpBRIC MANAGED RULES

To set up CMR on your AWS WAF, you must first subscribe to the product. After subscribing to CMR, you
can associate the managed rule groups with the web ACLs that you would create from the AWS WAF
console and configure the detailed options, such as versions and notifications.

2.1 Subscribing to Cloudbric Managed Rules
. Step 1

Login to AWS Marketplace with your AWS Account.

*AWS Marketplace Link: https://aws.amazon.com/marketplace

aws marketplace e  Y—
’ 3

About ¥ Categories v Delivery Methods Solutions ¥ Resources v Your Saved List a Channel Sell in AWS Ma Web ces

Welcome to AWS Marketplace 9,@
Discover, deploy, and manage

software that runs on AWS
RN

The most subscribed products last month

. Step 2

Search for “Cloudbric Managed Rules” and click the name of the managed rule group you wish to
adopt.

m——— P—

About ¥ Categories v Delivery Methods + Solutions ~ Resources = Your Saved List Become a Channel Partner  Sell in AWS Marketplace  Amazon Web Services Home  Help

v Refine results 1 &
cloudbric managed rules (9 results) showing 1- 9 Sort By: Relevance v

Categories

Infrastructure Software (9) Penta

Cloudbric Managed Rules for AWS \ﬁF - OWASP Top 10 Rule Set

Professional Services (2) 3
6y Penta Security

Industries (2)
DevOps (1) FAokok 74 AWS reviews

Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Protection was created to protect
the websites and web applications against the threats from OWASP Top 10 Web
Application Security Risks. OWASP Top 10 Protection utilizes the logic-based detection
engine of Penta Security, which has been acknowledg...

¥ Delivery methods

[ saas (8)

[ Professional Services (1)
¥ Publisher

[J Penta Security (9)

Panta Cloudbric Managed Rules for AWS WAF - Malicious IP Protection
¥ Pricing model By Penta Security
[J Usage Based (8) Fodok k1 AWS review

[ upfront C itment (1
pfront Commitment (1) Cloudbric Managed Rules for AWS WAF - Malicious IP Protection was created to protect

¥ Pricing unit the websites and web applications against the traffic originated from various threat IPs.
Malicious IP Protection utilizes the ThreatDB of Cloudbric Labs, which collects and
analyzes the threat intelligence from 70...

[J Custom Units (8)

¥ Free trial



https://aws.amazon.com/marketplace

o Step3

Please go over the description of the selected managed rule group, then select [View purchase
options].

aws marketplace Hell, useremple.com v

About v Categories v Delivery Methods v  Solutions ~ Resources v  Your Saved List Become a Channel Partner  Sell in AWS Marketplace ~ Amazon Web Services Home  Help

ketpl Scur sftware z srvice (S3a Cloudbric Managed Rt r AWS WAF - OWASP T Rule S @

Rule Set i+

Sold by: Pent y [2

ﬂ Cloudbric Managed Rules for AWS WAF - OWASP Top 10

Cloudbric Managed Rules for AWS P Top 10 Protection provides security against threats from OWASP
Top 10 Web Application Security c Injection and Cross-Site Scripting (XSS).

. Step 4

Review the terms and pricing information, then select [Subscribe].

Purchase details
Offer ID Offered by Pricing details Tax details

Penta Security Total charges based on usage Additional taxes may apply

Purchase order numbers

Back SubsL{‘ihe

. Step 5

You are now subscribed to the managed rule group. To implement the subscribed managed rule
group, click [Set up your account] and access the AWS WAF console.

Subscribe to Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set i+

ubscription, review the pricing information and accept the terms for this softwar

cr

s ™

e . o\
® Your purchase of Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set is complete 1\ Set up your j:munt )

Next, set up your account and complete registration on the vendor's website. If you're unable to complete registration, return
through the Manage subscriptions [4 page on AWS Marketplace.

\
Offer details
Offer ID Offered by Offer type
741xt60icOnsjj4 3k4u8ukmho Penta Security Public



2.2 Implementing Cloudbric Managed Rules
. Step 1
Sign in to the new AWS Management Console and open the AWS WAF console

*AWS WAF console: https://console.aws.amazon.com/wafv2-pro

Resources and protection packs (web ACLs)
v he

v How it works

Smart recommendations

Based on traffic potential vulnerability, and aggregate data, we will give you
tailor made recommendations to stop malicious actors before they attack.

Watch live traffic

Use the graphs and dashboard to see how your resources are being affected. See
your protections safeguard your resources in real time.

Protect your resources with packs

Protection packs are the new location for your web ACLs. Here you can
supercharge your protections.

@ Create protection pack (web ACL)
o E # o

|

Protection packs (web ACLs) (2) i

on pack mbine rul
CloudFront (Global) and Regional

Resources Dashboard |  Altraffic analysis Sampled requ... Logging & metrics

Rules

« Step2

In the navigation pane, choose Resources & protection packs (web ACLSs).

Resources and protection packs (web ACLs)

ur an

v How it works

Smart recommendations

Based on traffic potential vulnerability, and aggregate data, we will give you
tailor made recommendations to stop malicious actors before they attack

Watch live traffic

Use the graphs and dashboard to see how your resources are being affected. See
your protections safeguard your resources in real time.

Protect your resources with packs

Protection packs are the new location for your web ACLs. Here you can
supercharge your protections.

@ Create protection pack (web ACL)

ur infr om thre

Region scope
o EID o

CloudFront (Global) and Regional

Logging & metrics | Sscope ]

Rules Resources Dashboard | Altraffic analysis e Sampled requ...



https://console.aws.amazon.com/wafv2-pro

o Step3
Under Tell us about your app, for App category, select one or more app categories.

Create protection pack (web ACL)

Tell us about your app inr

Sharing your app cat and app

App category

Content & publishing systems
E-commerce & transaction platforms
Enterprise & business applications
API & integration services

Media & file processing

Other

« Step4

For Traffic source, choose the type of traffic the application engages with; API, Web, or Both APl and
Web.

Create protection pack (web ACL)

Tell us about your app i

Sharing your app

App category

(®) Select at lea

App focus

Both APl and web
h us




o Step5

Under Resources to protect, choose Add resources.Choose the category of AWS resource that you
want to associate with this protection pack (web ACL), either Amazon CloudFront distributions or
Regional resources. For more information, see Associating or disassociating protection with an AWS

resource.

v Select resources to protect (0) i

Q

« Step6

Under Choose initial protections, select “You build it protection level

ial protections
ual ruls
Recommended
Recommended rules for you

Enables recommended rules for the s
application categories and app focus.

Everything in Essentials

and the following

Rate limit for GET r

Amazon IP reput:

Anorymous IP list protection | Default

Default

Bot Control protection | Count

P
{o PN

No resources to display

You can add regional or global resources, or skip this step to continue.

Essentials
Essential rules

Enables essential rules for the selected
application categories and app focus.

Layer 7 anti-DDo5

1P allowlist | Allow

iction rule | Count

AWS core rule set [[Default

( Add resources & )

Regional

Add regional resources

Global
Add CloudFront or Amplify resources

Add CloudFront distribution tenants

You build it

Build your own pack from all of the
protections AWS WAF offers

Select and customize rules to fit your needs.

You choose which rules to apply

10


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html

. Step 7
Click AWS Marketplace rule group and then choose Next.

e Add rules
v Choose initial protections i

prot g
vidual rules instead of p: Custom rule

1 should validate the rule con st for you.

Recommended — Voubude Define custom eriteria for web request inspection. Create complex logic with multiple rule
statements.

Essential rules © Build your own pack from all of the

Recommended rules for you
protections AWS WAF offers

Enables recommended rules for the selected Enables essential rules for the selected
application categories and app focus. application eat

jories and app foe Select and customize rules to fit your needs AWS-managed rule group

AWS-managed rules protect against web exploits and bot traffic w configured rule groups

Everything in Essentials You choose which rules to apply T e T

and the following

AWS Marketplace rule group o
AWS Marketplace rule groups are available by subscription through AWS Marketplace. Each of

Rate limit for POST, PUT, DELETE requests ({Gourt.
these rule groups is owned and managed by the AWS Marketplace seller.

Geographic restriction | Block
Amazon IP reputation list (JBefadig
Global rate limit ({CGuAE
Anonymous IP list protection (JBefau
- § Custom rule group
Body size restriction rule ([G3GRE
Managed IP DDoS protection (JBEfRSIE Use a rule group to combine rules into a single logical set.
AWS core rule set (JDERGE
Bot Control protection [Gaie

o Step8

On the Add rules page, expand the listing for Cloudbric Corp. Choose the version of the rule group.
Choose Next.

e . Add rules
v Choose initial protections i

R v Cloudbric Corp.
ou
Malicious 1P Reputation Rule
© Build your own pack from all of the e
protections AWS WAF offers Capacity

rules to fit your needs.

Recommended rules for you Essential rules
Enables recommended rules for the Enables essential rules for the selected
application categories and app focus application categories and app focus.

Everything in Essentials You choose which rules to apply

and the following

limit for POST, PUT, DELETE requests. ({Gaiit
Block

Amazon IP reputation list (JERUE

Anonymous IP list protection (JBefadlE

11



o Step9

Under Name and description, enter a name for your protection pack (web ACL). Optionally, enter a
description.

v Name and describe

Name

« Step10

Review your settings and choose Add protection pack (web ACL).

v Name and describe

Description - optional

test

» Customize protection pack (web ACL) - optional i

Cancel Create protection pack (web ACL)

12



2.3 Selecting the Version of Cloudbric Managed Rules
e Step1

Go to AWS WAF console

*AWS WAF console: htips://console.aws.amazon.com/wafv2/

B 4 @ @ Goblvy uwer@eamplecm v

WAF & Shield X o

]
w AWS WAF .

Getting started AWS WAF Get started with AWS WAF

Web ACLs

Bot control P rote Ct our we b Set up protection for your Amazon

dashboard y CloudFront distributions, Application Load

Application |_ . o f Balancers, and/or Amazon API Gateway

integration app Ications Trom commaon stages in just under 5 minutes.

IP sets

web exploits Ceme e AL

Regex pattem sets
Rule groups.

AWS Marketplace

managed rules

. Step 2

Go to the web ACLs menu and select the web ACL that you wish to implement a different version of
Cloudbric Managed Rule Group.

aﬂs i Services | Q Search [Alt+S 2] yaN ® i) Global w user@example.com v
WAF & Shield X AWS WAF > Web ACLs ®
c]

Web ACLS i

v AWS WAF

Getting started

Web ACLs Web ACLs (1) ‘ US East (N. Virginia) ¥ Delete Create web ACL

Bot control Web ACLs that you have defined in the selected region.
dashboard

‘ Q. Find web ACLs 1 3]
Application

integration o
Name A Description v 1D
IP sets

Regex pattern sets

O E,\:.'\tl\_‘Le

Rule groups

13
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. Step 3

Pantasccurty

Select the [Rules] tab of the web ACL, select the managed rule group, and click [Edit].

example l Download web ACL as JSON
Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled >
Rules (1/6) | Edli§ ‘ ‘ Delete | | Add rules ¥
Q Find rules ‘ 1 o
—] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_API_Protection Use rule actions 0 -
O CloudbricCorp-Cloudbric_AnonymouslPProtection Use rule actions 1 -
d CloudbricCorp-Cloudbric_BotProtectionRuleSet Use rule actions 2 -
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 3 -
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 4 -
O CloudbricCorp-Cloudbric_TorlPDetectionRuleSet Use rule actions 5 -
« Step4

Select the version of the managed rule group and click [Save rule] to apply the changes.

OWASP Top 10 Rule Set

Description

Cloudbric utilizes a logic-based intelligent WAF engine
that was voted as Asia Pacific’'s no.1 for 5 consecutive
years. Automated updates ensures it protects against
the OWASP Top 10 vulnerabilities and new threats.

Version

Default (using an unversioned rule group) v

Capacity
1400

Amazon SNS topic

Subscribe to notifications about this rule group from its provider.
arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_

*As the managed rule group is updated, new versions of the managed rule group will be available to be associated with the web ACL.

*The new versions of the managed rule group will not be automatically updated on your web ACL. If you wish to associate the new
version of Cloudbric Managed Rule Group, you will have to change the version of the managed rule group manually.

14



2.4 Setting Up Notifications for Cloudbric Managed Rules
e Step1

Go to AWS WAF console

*AWS WAF console: htips://console.aws.amazon.com/wafv2/

B 4 @ @ Goblvy uwer@eamplecm v

WAF & Shield X ©
®
w AWS WAF -
Getting started AWS WAF Get started with AWS WAF
Web ACLs

Bot control P rote Ct yo ur we b Set up protection for your Amazon

dashboard CloudFront distributions, Application Load

Balancers, and/or Amazon API Gateway

i applications from common [ESeai—"
web exploits PN

Regex pattem sets
Rule groups.

AWS Marketplace

managed rules

e Step2

Go to the web ACLs menu and select the web ACL you associated with Cloudbric Managed Rule
Group.

aﬂs i Services | Q Search [Alt+S 2] yaN ® i) Global w user@example.com v
WAF & Shield X AWS WAF > Web ACLs ®
c]

Web ACLS i

v AWS WAF

Getting started

Web ACLs Web ACLs (1) ‘ US East (N. Virginia) ¥ Delete Create web ACL

Bot control Web ACLs that you have defined in the selected region.
dashboard

‘ Q. Find web ACLs 1 3]
Application

integration o
Name A Description v 1D
IP sets

Regex pattern sets

O E,\:.'\tl\_‘Le

Rule groups

15
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Step 3

Pantasccurty

Select the [Rules] tab of the Web ACL, select the managed rule group, and click [Edit].

example [ Download web ACL as JSON
Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled >
Rules (1/6) | Ed& ‘ ‘ Delete | | Add rules ¥
Q, Find rules ‘ 1 el
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_API_Protection Use rule actions 0 -
O CloudbricCorp-Cloudbric_Anonymous|PProtection Use rule actions 1 -
O CloudbricCorp-Cloudbric_BotProtectionRuleSet Use rule actions 2 -
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 3 -
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 4 -
O CloudbricCorp-Cloudbric_TorlPDetectionRuleSet Use rule actions 5 -
« Step4

Copy the Amazon Resource Name (ARN) of the Amazon Simple Notification Service (SNS) topic for
the selected Cloudbric Managed Rule Group and click on the ARN to configure the update

notifications of Amazon SNS.

OWASP Top 10 Rule Set

Description

Cloudbric utilizes a logic-based intelligent WAF engine
that was voted as Asia Pacific's no.1 for 5 consecutive
years. Automated updates ensures it protects against
the OWASP Top 10 vulnerabilities and new threats.

Version

Default (using an unversioned rule group) v

Capacity
1400

Amazon SNS topic
Subscribe to notifications about this rule group from its provider.

arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_10_Notifications [2

16



o Step5

Enter the Protocol and Endpoint to receive the natifications of the updates.
- Topic ARN: ARN of the Amazon SNS topic copied from the previous step.
- Protocol: Select “Email.”

- Endpoint: Email address to receive the update notifications.

Details

Topic ARN

Q, arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_10_Notifications X ‘

Protocol
The type of endpoint to subscribe

Email v ‘

Endpoint
An email address that can receive notifications from Amazon SNS

test@pentasecurity.com ‘

@ After your subscription is created, you must confirm it. info

*If you wish to receive update notifications through protocols other than email, enter the endpoint that matches the protocol.

« Step6

Complete the process of configuring the update notifications by clicking the “Create subscription”
from the email sent to the email address you entered for the Endpoint in the previous step.

17



3. CANCELING CLouDpBRIC MANAGED RULES SUBSCRIPTION

If you wish to cancel the subscription for Cloudbric Managed Rules, Cloudbric Managed Rule Groups must
be deleted from all web ACLs created in the AWS WAF console before canceling the subscription from the
AWS Marketplace. Additionally, if you are subscribed to the Amazon SNS topic for Cloudbric Managed
Rule Group, you may continue to be charged for the update notifications.

*You will continue to be charged for Cloudbric Managed Rule Group usage if it has not been deleted from the web ACLs, even after
you canceled the subscription.

*You may also be charged for the update notifications of Cloudbric Managed Rule Groups if the subscription for Amazon SNS has not
been canceled.

3.1 Canceling Cloudbric Managed Rules Subscription
. Step 1

Go to AWS Marketplace Subscriptions management console.

*AWS WAF console: https://console.aws.amazon.com/marketplace/home#/subscriptions

Q, aws marketplace a ® o] United States (N. Virginia) v user@example.com ¥

(O

Services Show more

| serviess + Add widgets

®r AWS etplace
Features Digitk catalog where you can find, buy, and deploy software
Resources New
Documentation
S 1Q

Knowledge articles . . .
Complete projects faster with help from third-party AWS Certified experts

Events

Blog posts

Marketplace ©]! AWS Private Certificate Authority - 1
Tutorials =1 Managed private certificate authority service

v Origina W a

AWS Signer
Ensuring trust and integrity of your code

Step 2

Go to [Manage subscriptions] menu and click [Manage] for the Cloudbric Managed Rule Group you
wish cancel the subscription.

Manage subscriptions i
Actions ¥

Your subscriptions

| @ | | All delivery methads v 1 5]
. . Access " . — .
Product v Vendor v Delivery method v Terms/Units ¥ level Service start v Service end v Notifications Actions
Cloudbric Managed Rules for AWS WAF - Penta January 21, 2025, 10:03 Manage | Set up
SaaS - A nt - -
API Protection Security a greeme (UTC+09:00) product
Cloudbric Managed Rules for AWS WAF - Penta saas Agreement December 9, 2024, 11:08 Mangge | Set up
OWASP Top 10 Rule Set Security 9 (UTC+09:00) pr ajt;l
Cloudbric Managed Rules for AWS WAF - Penta Saas Agreement January 21, 2025, 10:03 ~ ~ Manage | Set up
Malicious IP Protec Security 9 (UTC+09:00) product
Cloudbric Managed Rules for AWS WAF - Penta Sass Agqreement January 21, 2025, 10:03. Manage | Set up
Bot Protection Security g (UTC+09:00) product
Cloudbric Managed Rules for AWS WAF - Penta Saat Agreement January 21, 2025, 10:04 Manage | Set up
- r . - -
Tor IP Protection Security g (UTC+09:00) product
Cloudbric Managed Rules for AWS WAF - Penta Saas Agreement January 21, 2025, 10:04 Manage | Set up
Anonymous IP Protec... Security ¥ (UTC+08:00) product

18
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« Step3
Select [Cancel subscription] from the [Actions] drop down menu in ‘Agreement.’

Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set E23

Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Protection was created to protect the websites and web applications against the threats from OWASP Top 10 Web Application Security Risks. OWASP Top 10 Protection utilizes
the logic-based detection engine of Penta Security, which has been acknowledged by the top research organizatians such as Ga.

Read more on AWS Marketplace [3

Pay as you go
You're charged for software and infrastructure usage based on the pricing model [2.

Summary
Product Delivery method Product ID
7823f6b8-cfa3-45f3-8474-94fe5e418cdc Saas 7823f6b8-cfa3-45f3-8474-94feSed18cdc

Agreement

Product

Agreement ID Seller Access level offer ID d
agmt-2bqlpfofuceSwéntokbh42q2b Penta Security [ Agreement 741x160icOnsjja 3kduBukmho Set up product
Usage instructions
Service start Auto-renewal End-User license agreement . )
December 9, 2024, 11:08 (UTC+09:00) - EULA[A Write review
Subseription
View terms
e Step4

When the ‘Cancel subscription’ pop-up appears, type ‘confirm’ in the input box and click [Yes,
cancel subscription] to complete the cancellation process.

Cancel subscription X

Are you sure that you want to cancel your subscription to Cloudbric Managed Rules
for AWS WAF - OWASP Top 10 Rule Set [?? Canceling your subscription means that
you lose access to the software.

/N All resources and data related to this subscription will be deleted. Once
deleted, this data cannot be recovered.

To avoid accidental cancellations, we ask you to provide additional written consent.

To confirm cancellation, please type "confirm".

[ confirm }

No, don't cancel Yes, cancel subscription

19
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3.2 Deleting Cloudbric Managed Rules
e Step1

Go to AWS WAF console

*AWS WAF console: htips://console.aws.amazon.com/wafv2/

Global v

WAF & Shield X

v AWS WAF

Getting started

AWS WAF

piuia Protect your web
arraion applications from common

web exploits
Rule groups s Al <o
AWS Marketplace

managed rules

e Step2

B &4 @0 @

wser@example.com v

Get started with AWS WAF

Set up protection for your Amazon
CloudFront distributions, Application Load
Balancers, and/or Amazon API Gateway
stages in just under 5 minutes.

Create web ACL

Go to the web ACLs menu and select the web ACL you associated with Cloudbric Managed Rule

Group.

Global w

B 4 @ @

user@example.com

WAF & Shield X AWS WAF > Web ACLs

WEb ACLS Info

v AWS WAF

Getting started

Web ACLs Web ACLs (1) ‘ US East (N. Virginia) v Delete Create web ACL
Bot control Web ACLs that you have defined in the selected region.
dashboard
‘ Q, Find web ACLs 1 1]
Application
integration
Name Y Description v D

IP sets

Regex pattern sets

O e».:wtu\;te

Rule groups

21
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e Step3
Go to the [Rules] tab and select the Cloudbric managed rule group you wish to delete. Then click
[Delete].
Download web ACL as JSON
example
Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled >
Rules (1/6) | Edit | | Deﬁte | Add rules ¥
Q, Find rules ‘ 1 1]
2 Name Action Priority Custom response
O CloudbricCorp-Cloudbric_API_Protection Use rule actions 0 -
O CloudbricCorp-Cloudbric_Anonymous|PProtection Use rule actions 1 -
O CloudbricCorp-Cloudbric_BotProtectionRuleSet Use rule actions 2 -
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 3 -
CloudbricCorp-Cloudbric_ OWASPTop10RuleSet Use rule actions 4 -
O CloudbricCorp-Cloudbric_TorlPDetectionRuleSet Use rule actions 5 -
e Step4
When the ‘Delete’ pop-up appears, type ‘delete’ in the input box and click [Delete] to complete
the cancellation process.
Delete 5cbb03c5-e7ff-40e3-b0a1-51c6f39f32ff? X

e Are you sure you want to remove CloudbricCorp-
Cloudbric_OWASPTop10RuleSet from the web ACL?
This will remove the selected rules from the web ACL.

To confirm deletion, type "delete” in the field

Cancel %
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3.3 Canceling Notifications for Cloudbric Managed Rules
e Step1

Go to Amazon Simple Notification Service (SNS) console.

*Amazon SNS console:

Q ®@ @ United States (N. Virginia) v user@example.com v

Amazon Simple Notification Create topic
Service 'P'" N—

Pub/sub messaging for
microservices and serverless Next step
applications.

Start with an overview

Pricing

+ Step2

Select the ID that is currently receiving the update notifications for the Cloudbric managed rule
group from the ‘Subscriptions’ menu and click [Delete].

Amazon SNS X NS > Subscriptions

Dashboard Subscriptions (3)

Edit ‘ % |
Topics y f

Subscriptions

ID A Endpoint v Status
¥ Mobile

Push notifications o 00000000-0000-0000-0000-000000... test@pentasecurity.com ® Confirmed

Text messaging (SMS)

QOriaination numbers
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« Step3

Click [Delete] to confirm. Please note that this action cannot be undone.

Delete subscription X

Are you sure you want to delete this subscription? You can't undo this action.

Cancel ‘ek ]
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4. OpTiMmizZING CLouDBRIC MANAGED RULES

When first implemented, all rule actions for individual rules in Cloudbric Managed Rule Groups are set to
‘Block’ by default. However, for certain rules, the rule action must be changed to ‘Count’ as soon as the
managed rule groups are implemented. This adjustment is necessary because Cloudbric Managed Rules,
unlike other managed rule groups that provide minimal security configurations and require users to add
user-defined rules as needed, initially offer maximum security configurations. The setup allows users to
override individual rules as needed, streamlining the process of rule optimization. The rules requiring their
rule actions to be changed to ‘Count’ when initially associating the managed rule groups with the web ACL
are as follows:

Cloudbric_JSON_Protection_Check Body 1
Cloudbric_JSON_Protection_Check Body 2
Cloudbric_YAML_Protection_Check_Body
Cloudbric XML Protection Body 1
ProxylP_Medium

VPNIP_Medium

CSPIP_Medium

IDCIP_Medium

CDNIP_Medium

RelaylP Medium

API Protection

Anonymous IP Protection

After the initial rule optimization, false positives may occur when using Cloudbric Managed Rule Groups,
where a legitimate request is falsely blocked by a rule, depending on the user’s unique environment. In
such cases, the rule action for the rule causing the false positives must also be overridden to ‘Count.’ To
maintain the performance of Cloudbric Managed Rules, overrides should only be applied to the rules that
caused the false positives, apart from the rules initially changed to have the rule action set to ‘Count,’ in
associating the managed rule groups to the web ACL. These overrides can also be implemented by adding
a label-based, user-defined rule.

*All rules in Cloudbric Managed Rules for AWS WAF — OWASP Top 10 Rule Set are preconfigured with labels.

*The IP-based Cloudbric managed rule groups are not configured with any labels due to the dynamic tendency of the IP list. If you
need to override a specific IP, you must create an additional rule, allowing the IP.

4.1 Configuring Rule Action to “Count”
e Step1
Go to AWS WAF console

*AWS WAF console: https://console.aws.amazon.com/wafv2/

B & ® @ Gobly ser@ecmplecomy

a
WAF & Shield X

¥ AWS WAF

fitw.-g started Aws WAF Get started with AWS WAF
Prote Ct you r WEb Se:mup protection for your Amazon

ions, Application Load
1zon API Gateway

applications from common [ s—"—"
web exploits F——
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« Step2

Go to the web ACL menu and select the web ACL associated with a Cloudbric managed rule
group.

® aN (0] i) Global v user@example.com v

WAF & Shield X AWS WAF > Web ACLs

Web ACLS i

v AWS WAF

Getting started

web acts (1 | —_

Bot control Web ACLs that you have defined in the selected region.
dashboard
‘ Q, Find web ACLs 1 @
Application
integration
Name Y Description v D
IP sets
Regex pattern sets o example
Rule groups
« Step3

Go to the [Rules] tab, then select the checkboxes for all the Cloudbric managed rule group to
override and select [Edit].

example Download web ACL as JSON
Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled »
Rules (1/6) | Ed& ‘ ‘ Delete | | Add rules v
Q, Find rules ‘ 1 @
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_API_Protection Use rule actions 0 -
0 CloudbricCorp-Cloudbric_AnonymouslPProtection Use rule actions 1 -
O CloudbricCorp-Cloudbric_BotProtectionRuleSet Use rule actions 2 -
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 3 -
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 4 -
O CloudbricCorp-Cloudbric_TorlPDetectionRuleSet Use rule actions 5 -

27
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Change the rule action of the rule to override to ‘Count’ and click [Save rule] to complete the

process.

OWASP Top 10 Rule Set rules

The rules apply actions and labels to requests that match their criteria.

By default, the rule group uses its configured rule actions. You can override the actions for all rules and for individual rules. For a single

rule, use the rule dropdown to specify an override action or to remove an override.

Allow and Block actions terminate web ACL evaluation for matching requests. Count action counts matching requests and continues the

web ACL evaluation. Learn More [A

Override all rule actions

‘ Choose rule action override v

‘ Remove all overrides

Cloudbric_BufferOverFlow
Rule action: Block

Cloudbric_XSS_1
Rule action: Block

Cloudbric_XSS_2
Rule action: Block

‘ Choose rule action override v

Choose rule action override

A

Choose rule action override v ‘

Cloudbric_SQLInjection_URL
Rule action: Block

Q

Override to Allow

‘ Choose rule action override v

‘ Override to Block

Cloudbric_SQLInjection_Header_2
Rule action: Block

Override to Count
Override to CAPTCHA

‘ Choose rule action override v ‘ Override to Challenge

Cloudbric_RequestHeaderFiltering
Rule action: Block

9 Remove Override

Cloudbric_StealthCommanding_URL

Rule action: Block

‘ Choose rule action override v ‘ ‘ Choose rule action override

Cloudbric_StealthCommanding_Body

Cloudbric_StealthCommanding_Exec

Cloudbric_SQLInjection_Header_1
Rule action: Block

Choose rule action override v ‘

Cloudbric_RequestMethodFiltering
Rule action: Block

Choose rule action override v ‘

Cloudbric_StealthCommanding_Body
1
Rule action: Block

Choose rule action override v

Cloudbric_StealthCommanding_Serv

2 ute erSide

Rule action: Block Rule action: Block Rule action: Block

‘ Choose rule action override v ‘ ‘ Choose rule action override v Choose rule action override v ‘
Cloudbric_FileUpload Cloudbric_XXElnjection Cloudbric_Log4j

Rule action: Block Rule action: Block Rule action: Block

‘ Choose rule action override v ‘ ‘ Choose rule action override v Choose rule action override v ‘
Cloudbric_Unix_Shell_Script Cloudbric_ExtensionFiltering

Rule action: Block Rule action: Block

‘ Choose rule action override v ‘ ‘ Choose rule action override v
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4.2 Adding Override Rules Based on Labels
e Step1

Go to the [Rules] tab from the web ACL, click [Add rules] and select [Add my own rules and
rule groups] from the drop-down menu to create a new rule.

example ‘ Download web ACL as JSON

Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled >

Rules (6) Edit Delete Add rules a

| Add managed rule groups

f Add my own rulgs and rule groups
| y R 9

Q. Find rules

O Name Action Priority Custom response
O CloudbricCorp-Cloudbric_API_Protection Use rule actions 0 -
O CloudbricCorp-Cloudbric_AnonymouslPProtection Use rule actions 1 -
O CloudbricCorp-Cloudbric_BotProtectionRuleSet Use rule actions 2 -
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 3 -
O CloudbricCorp-Cloudbric. OWASPTop10RuleSet Use rule actions 4 -
O CloudbricCorp-Cloudbric_TorlPDetectionRuleSet Use rule actions 5 -
e Step2
Select the overlapping ‘AND’ option for the request to match the rule if it fulfills 2 statements.
-If a request: matches all the statements (AND)
If a request = matches the statement A
| matches the statement
Statement matches a%the statements (AND)
matches at least one of the statements (OR)
Inspect doesn't match the statement (NOT)
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e Step3

Statement 1 is defined to inspect the request that matches the rule configured to override in
section 4.1.

-Inspect: Has a label

-Match key: Enter ‘Label name’ for the rule you wish to override

If a request = matches all the statements (AND) v
Statement 1
Negate statement (NOT)

Select this to match requests that don't satisfy the statement criteria.

Negate statement results
Inspect

Has a label v

Labels

Labels are strings that rules add to the web request. You can evaluate labels that are added by rules that run before this
one in the same web ACL.

Match scope

O Label

Namespace

Match key
Enter the string containing the label name and optional prefix and namespaces. For example, namespacel: name or
awswaf :managed:aws:managed-rule-set:namespacel:name,

Q, awswaf:managed:cloudbric:owasp:XSS_1 X

*The structure of Label name for Cloudbric Managed Rules — OWASP Top 10 Rule Set:
awswaf:managed:cloudbric:owasp:[Rule Name]

-e.g., If the rule name is ‘Cloudbric_XXS_1,’ the label is created as: ‘awswaf:managed:cloudbric:owasp:XSS_1’
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e Step4

Statement 2 is defined to override the inspection option for the request with the false positive
occurrence from the rule configured to override in section 4.1.

-Negate statement results: Configured to check to override the detection option defined in the
statement.

-Inspect: Configures the inspection option with the false positive occurrences.

AND

NOT Statement 2

Negate statement (NOT)
Select this to match requests that don't satisfy the statement criteria.

% Negate statement results

Inspect

*The inspection option that matches with the request can be viewed from AWS WAF * ruleMatchDetails’ log field, limited to
the rules that detect SQL Injections and Cross Site Scripting (XSS) attacks.

*Please contact awsmkp@pentasecurity.com and provide the log information if any false positives occurred in rules.
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« Step5

Select the rule action as ‘Block’ to block the requests when it matches the rule and click [Add
rule] to add the rule.

Then

Action

Action
Choose an action to take when a request matches the statements above.

Allow

Block

Count

CAPTCHA customize [?
Challenge

» Custom response - optional

» Add label - optional

Add labels to requests that match this rule. Rules that are evaluated later in the same web ACL can reference the labels that this rule
adds.

e Step6

Set the priority of the created rule to come after the override rule configured in section 4.1, and
click [Save] to complete the configuration of the override rule.
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Set rule priority

e /5

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Name Capacity Action
@) CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet 6 Use rule actions
O CloudbricCorp-Cloudbric_AnonymouslPProtection 90 Use rule actions
O CloudbricCorp-Cloudbric_BotProtectionRuleSet 150 Use rule actions
(@) CloudbricCorp-Cloudbric_OWASPTop10RuleSet 1400 Use rule actions
() MyRule_XSS_1 M Block

Cancel Save

5. APPENDIX

5.1 Frequently Asked Questions

Q. How much would | be billed for using Cloudbric Managed Rules?

The cost of using Cloudbric managed rule groups can be estimated by combining the following pricing
dimensions:

1. Region: Number of Regions with web ACL deployed.

2. Requests: Number of Requests received by web ACLs per region by the units of 1 million

requests.

Example of estimating the cost for Cloudbric OWASP Top 10 Protection is as follows:
. Current pricing for OWASP Top 10 Protection:

Units Cost

Charge per month in each available region (pro-rated by the hour) $25.00

Charge per million requests in each available region $1.00

. Case A:
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1 web ACL associated with Cloudbric managed rule group, OWASP Top 10 Protection,
created for a single region (e.g., us-east-1), with a total number of web requests the web ACL

received was 10 million for a month.
us-east-1 region
@ Region cost: $25.00 * 1 = $25.00
@ Requests cost: $1.00 (per million) * 10 units = $10.00
= Total cost: (D+Q2): $35.00
. Case B:

1 web ACL associated with Cloudbric managed rule group, OWASP Top 10 Protection,
created for 2 regions (e.g., us-east-1, us-west-1), with a total number of web requests each

web ACL received was 10 million for a month.

us-east-1 region

@ Region cost: $25.00 * 1 = $25.00

@ Requests cost: $1.00 (per million) * 10 units = $10.00
@ Region cost: $25.00 * 1 = $25.00

@ Requests cost: $1.00 (per million) * 10 units = $10.00

= Total Cost: (D+@+@+@)= $70.00

Q. Can | view the statement details of Cloudbric Managed Rules?

The statement details of the rules are an intellectual property of the Independent Software Vendors
(ISVs). Due to AWS policy the statement details such as, not limited to, regex patterns, IP list, or
inspection criteria cannot be disclosed to the subscribers.

If the statement details need to be changed due to reasons including false positives or negatives, it is
recommended that the subscriber adopt Cloudbric WMS (WAF Managed Service), a security rule

operation and management service for AWS WAF users.
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. Cloudbric WMS (Professional Services model):

. Cloudbric WMS (PAYG model):

Q. How are the inspection criteria for the IP-based rules managed?

The IP-based rules of Cloudbric Managed Rules, such as Malicious IP Protection, Anonymous IP
Protection, and Tor IP Protection, are all managed and operated by Penta Security’s proprietary threat
intelligence, Cloudbric Labs. The database of Cloudbric Labs, ThreatDB, regularly collects and analyzes
the malicious IP data and scores the IP by its threat level. The data is then updated for the IP-based
rules. Additionally, by adding inspection criteria for X-Forwarded-For (XFF) headers, the IP-based rules
of Cloudbric Managed Rules can not only detect malicious IPs based on its source IPs, but also origin
IPs.

Q. How can | be notified of any updates made to Cloudbric Managed Rules?

Since Nov 12", 2021, any changes or updates made to Cloudbric Managed Rules are notified on
Cloudbric’s official homepage. However, if you would like to receive notifications of updates, it is
recommended that you subscribe to the SNS topic of Cloudbric managed rule group. If you have any

questions, please contact:
*Due to the variability of the IP-list, changes and updates made to the IP-based rules are not notified through Cloudbric official
homepage.

*The release notes for Cloudbric Managed Rules for AWS WAF can be found at the following address:
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